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National cyberspace that is secure and trusted is required for the growth and prosperity of any
country. In this age of big data, public organizations are facing many information security challenges
related to the expansion in the use of technology. Additionally, cyber threats are in continuous
development which requires proactive enhancement of the national cybersecurity to protect
information technology systems. In this paper, we deal with the enhancement of authentication
policies in access to national information systems. We propose an adaptive authentication protocol
that includes both passwords and biometric factors in the authentication. Two main phases are
proposed: initial and periodic authentication. The performance of our protocols is proven by
simulation.
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INTRODUCTION
Information is always associated with various types of threats and
risks which raises the challenge of building different frameworks to
face such risks and threats. Software attacks, theft of intellectual
property, sabotage, phishing attacks, malware threats, and information
extortion are just a few examples. The rise of these risks and threats
left organizations no choice but to invest heavily in Information
Security Management Systems (ISMS). Information is a significant
asset that organizations cannot afford to lose even partially.
Information security is guarding information and information systems
from unauthorized use or access, modification, destruction,
disruption, or disclosure to ensure (CIA triangle) confidentiality,
integrity, and availability (Nieles et al.,2017). Authentication is the
ability to prove that parties logged in the system are trusted (Patel et
al., 2019). Various authentication techniques can be used to prove that
a user is authorized to enter and access system resources (Stamp,
2011). Evidence of the success of authentication mechanisms is the
guarantee of confidentiality, integrity, and availability (Alexandra et
al., 2017). As an instance, we cite smart cards, passwords, digital
certificates, biometrics, and Kerberos (Alexandra et al., 2017). We
can classify authentication techniques into three main classes (Stamp,
2011):
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Something you know where authentication is performed via
passwords. Password is a mixture of numbers, letters, and symbols.
This authentication technique can use passwords or pin numbers or
one-time passwords (used only once for authentication) (TC-STAG,
1996). Passwords can save us a little cost, but in return, they are not
ideal for authentication because of attacks and password cracking, in
addition, they can fall victim to eavesdropping, keystrokes, guessing,
and social engineering to obtain the password (Stamp, 2011).
Something you have, e.g., smart card, ATM card. Something you are,
e.g., fingerprint, iris scan. A fingerprint is used to verify identity and
it is a unique mark in every person as it differs from passwords that
may be similar to each other. A photo of a fingerprint is taken and
then entered into the improvement phase. The image is enhanced by
image processing techniques. It is then that the different points are
identified and extracted from the enhanced image. This is how a
fingerprint biometric works. In theory, scanning the iris of the eye for
identification and verification is considered one of the best
biometrics. In iris scanning, there is no or little or no genetic effect on
the iris pattern, so that the determination of the measured pattern is
stable throughout life and is considered unrelated in the case of
identical twins in addition to this even in the eyes of the same
individual. The iris scanner methodology determines the location of
the iris, then it is performed by taking an image of the eye in black
and white, then processing the image using a two-dimensional
wavelet transformation. The iris symbol appears as a result.
Biometrics can be said about it that it provides high safety, but in
return is a high cost because it requires advanced equipment and
programs. Also, it is not without problems such as people's fear of
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health problems such as eye damage. Therefore, in our proposal, we
design an adaptive authentication protocol in which we allow the user
to choose the appropriate factor to use. The remaining parts of the
paper are organized as follows: Section 2 gives the Literature review;
Section 3 describes the proposed methodology and the main
authentication categories. Section 4 discusses the results followed by
the conclusion and future work in section 5.

LITERATURE REVIEW

Amin et al. (2017) confirmed that a one-time password is vulnerable
to fake transactions. To provide a secure context for online
transactions, the researchers propose a multi-factor algorithm where
the one-time passcode must be obtained by the stored IMEI number of
the mobile device on the bank's server. Because of the uniqueness of
the IMEI number, one can say that it plays a critical role in this
process. The following steps must be taken into account before the
activation of the proposed algorithm: The client has a mandatory
IMEI application to activate the SIM code. Then, the client will give
all the obtained details to the authorized bank to complete the
registration process. After that, the client will send the request to the
server for data transmission. Finally, the verified data will be added to
the IMEI request by the bank. To enhance the quality of
authentication, the employed algorithm will make full use of one-time
passwords and dedicated hardware. Before starting any online
transaction, the proposed framework asks for certain details such as
user name and password. Then, a request is sent to activate the IMEI
application. After that, the client must give certain biometric
information. In case that the given information is correct, the
transaction process will be redirected to the dedicated page to
complete the transaction.

Bhardwaj et al. (2019) have developed a two-factor authentication
model (2FA) that is based on a smartphone application to protect data.
The researchers agree that the use of smartphones in the
authentication process helps solve many critical issues associated with
protection challenges, and costs associated with delivery delays. Also,
they confirm that the 2FA framework can be employed to improve the
authentication process by making full use of two authentication
mechanisms for protecting logins from different attacks. The current
authenticator application is installed on a mobile device connected to
the server. The mobile application will not be worked unless it
recognizes the QR code using the installed scanner or additional
software. The connection between the mobile and the server will be
conducted using the Media Access Control (MAC) of the phone for
user identification to ensure security, convenience, and cost-
effectiveness. The current model depends on two methods of
authentication using asmartphone represented in login verification and
application authentication using the JavaScript programming
language. Boonkrong (2017) confirm that there are many deficiencies
associated with single-factor authentication because of its accuracy-
related issues that are subject to many factors. Thus, multi-factor
authentication can be used to overcome such deficiency by providing
more than one authenticator in validating identities, enhancing safety,
protecting users' devices, and hindering opportunities for
unauthorized access. The researchers in the current study do their best
to propose an improved scheme for managing human resource
information by implementing an authentication scheme that is based
on a dynamic third factor (DTF) for promoting security. This scheme
is regarded as an auto-generated framework upon registration to the
information systems. If users sign out, the systems require
regeneration of the alphanumeric key to enhance security, integrity,
and confidentiality in the networked environment. This approach
makes full use of three factors represented in passwords, timestamps,
and biometric data to generate the authenticator. Sapuay et al. (2019)
Implement two authentication methods by making full use of
alphanumeric passwords and graphical passcodes using computer-
based software to gain authentication to secure the system. Worthy
here to mention is the generated OTP shall not be easily guessed,
retrieved, or traced. For each client, the International Mobile
Subscriber Identity (IMSI) number is required and stored in the
server’s database.

The Timestamp is also used to generate a one-time password that is
valid for a short period. There must be synchronization between the
phone timestamp and the server timestamp. Ussatova et al. (2019)
have developed a multi-factor authentication technique that depends
on two main steps: a registration system and an actual authentication
mechanism. Worthy here to mention is that the authentication process
must be conducted in conjunction with the registration process to save
the information on the bank’s server. To obtain an internet banking
service, a login process must be carried out to achieve transaction
authentication. The proposed authentication depends on the encrypted
key given to the consumer by the bank’s server that is regarded as a
must for the completion of the authentication protocol. Here, the
bank’s server renders a digital certificate to the user, and at the same
time, it records the IP address to get a symmetric key for the
consumer for successful verification. The public key is used by the
consumer's machine to compute the hash value of the password, and it
is also used by the bank’s server to verify the signature to achieve
mutual authentication. Khattri et al. (2019) performed MFA by
adding the calculation of distance and time as additional factor
impedes fraud and impedes the activities of the attacker on the
account illegally. Even if the attacker obtains (information and details
of the card and the PIN, OTP), it is difficult for him to start the step,
which is the request from the application that is linked to the phone
number registered with the financial institution.

METHODOLOGY
In system security, authentication is crucial since it allows
organizations to keep their networks safe by allowing only
authenticated users (or processes) to access their protected resources,
including computer systems, networks, databases, websites, and other
applications or services that are dependent on the network. User
authentication occurs for all remote accounts’ connections. Generally,
to be able to use a system, a user has to select a username or user ID
and a valid password. In operating systems and software, as well as
wired and wireless networks, user authentication enables human-to-
machine interactions.

Authentication categories: In the following, we cite the main types
of authentication methods:

Single-factor authentication: Authentication can be done via
something the user knows, e.g., secret thing like password, PIN.
Password is a mixture of numbers, letters, and symbols, something
you know and others do not know. This type of knowledge-based
(passwords and PIN) is exposed to many types of attacks and threats
which make it less reliable. Obtaining passwords is the goal behind
these attacks and threats to gain unauthorized access. Passwords can
save us a little cost, but they are not ideal for authentication due to
attacks such as brute force attacks, dictionary attacks, and password
hacking. In addition, they can fall victim to eavesdropping, shoulder
surfing, keystrokes, guesswork, and social engineering to obtain the
password.

Also, authentication can be done using something you have, e.g., a
smart card, ATM card, or something the user is, e.g., fingerprint, iris
scan. A fingerprint is used to verify identity and it is a unique mark in
every person as it differs from passwords that may be similar to each
other. A photo of a fingerprint is taken and then entered into the
improvement phase. The image is enhanced by image processing
techniques. It is then that the different points are identified and
extracted from the enhanced image. This is how a fingerprint
biometric works. In theory, scanning the iris of the eye for
identification and verification is considered one of the best
biometrics. Genetic effect on the iris pattern, so that the determination
of the measured pattern is stable throughout life and is considered
unrelated in the case of identical twins in addition to this even in the
eyes of the same individual. The iris scanner methodology determines
the location of the iris, then it is performed by taking an image of the
eye in black and white, then processing the image using a two-
dimensional wavelet transformation.
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The iris symbol appears as a result. Comparison of iris codes based on
the Hamming distance between the symbols. Biometric techniques
provide high safety, but with a high cost because it requires advanced
equipment and programs. Also, it is not without problems such as
people's fear of health problems (e.g., eye damage).

Multi-factor authentication (MFA): Because passwords are
considered insufficient to verify a user’s identity, the most common
form of MFA is two-factor authentication (2FA). The multifactor is
that if the threat was able to impersonate a user from the actor with
one piece of evidence, then the threatened would not be able to
present two or more shreds of evidence. A powerful multi-factor
authentication protocol must use factors from two different classes.
Indeed, using factors from the same class does not achieve the goal of
the MFA method. One of the improvements to a well-secured online
authentication architecture is multi-factor authentication. This
improvement was found to solve the user data security problem and
consists of several layers of authentication in addition to the password
(Lam,2016; Ometov,2018). The combination of two or more
authentication methods is the concept of multi-factor authentication
(Lam,2016; Ometov,2018). This type of authentication is a
combination of any of the three methods of one-factor authentication
that were mentioned above. An ATM card is an example of this type.
As the user owns the card in addition to knowing the personal
identification number. Two-factor authentication is more reliable,
stronger, and more difficult than one-factor authentication (Bani-Hani
et al., 2019). The user can access the system after all authentication
factors are successfully bypassed, verified, and in possession of the
user (Hasmik,2017; Sabzevar,2008). Multi-factor authentication has
attracted much attention from researchers due to issues targeting
passwords, classic methods of being a single point of failure,
vulnerabilities, and other problems. Multi-factor authentication is
being adopted in many services and organizations on the Internet. The
multi-factor authentication method is effective and reduces the risks
targeting the single-registration process, but studies have shown that
the multi-factor authentication method is seen to provide high levels
of security, but it has been classified as more difficult, less
appropriate, and takes longer compared to passwords (Gunson,2011;
Weir,2010).

Users usually have many levels of permission to access their accounts
or do their task for an example bank account, so authentication ranges
from passwords to fingerprints and faces recognition to verify the
identity of a user. The traditional way to access any account by
entering your user's name and password isn’t enough to secure your
account so Multi-Factor-Authentication gives more protection. Multi-
Factor-Authentication is used basically in the digital environment and
it requires more than one piece of evidence to ensure the user’s
identity. It is a combination of two or more independent credentials.
” According to SC Media UK, 68 percent of Europeans are willing to
use biometric authentication for payments. Consider the daily routine
of ATM cash withdrawal (Khan,2015Adeoye,2012)”. The main
purpose of MFA is to create an efficient defense against any attack.
Most systems use multi-factor authentication, especially two-factor
authentication, based on sending a one-time password. This method is
correct, easy, and it guarantees us a high level of security and
confidentiality for accounts. However, saving passwords is an option
available on our devices. One of its advantages is that it facilitates the
use of applications, but in return, it has risks and disadvantages. If the
mobile is stolen or lost, and the password is saved on the device, this
causes a risk that enables others to use the account illegally, even if a
one-time password is sent, since the chip still inside the device. As
well as spying on the cell phone, stealing the device password, and
using the account whenever possible. If the account password is
saved, a colleague in the office or a member of the family may
overtake in carrying out unauthorized activities and without the
consent of the owner of the account. Also, there is a risk of forgetting
the mobile phone unlocked anywhere and with saved passwords.
Therefore, multi-factor authentication that depends on a one-time
password improves the level of security, but this still insufficient
because of the beforementioned risks... We cannot fixedly restrict
users, as some refuse unusual authentication methods. Such as

imposing biometric authentication, not all people carry it because of
accidents and distortions that have befallen them, in addition to users'
fear of the health problems that may result from them. Also, not all
users have biometric-reading devices and it is difficult for them to
provide devices, and in cases that will not be recognized due to
sensitivity to some substances. The same is the case with the facial
recognition camera in some device resolutions that do not recognize
the face. Some devices do not support biometric authentication.
Therefore, given the difficulty of implementing them in terms of cost
and in terms of users' desire to adopt these methods, the solution is an
adaptive method of authentication.

PROPOSED METHODOLOGY

Notation: Table 1 summarizes the notation used in this paper.

Assumption: For our proposal, we assume the following:

 A trusted link is available between the mobile device and the
authentication server.

 The user device can capture the adapted biometric factor.
 The AS as well as the database server can check the validity of

the exchange biometric factor.

The proposal is summarized by the decision tree shown in fig. 1. We
can see that if the username is not directly correct, the session will not
be activated, and if it is correct, the password will be entered by the
user, and if the password does not match the username, the session
will not be activated. And if a password, as well as the username, are
correct, the one-time password sent from the server to the device will
be entered, then it is tested as well so that if it is incorrect, the session
will not be activated and if it is correct then it moves to the next stage,
which is the third factor that is chosen by the user, if it is true, the
session is activated, and on the contrary, it is not deactivated. We
worked on two phases of authentication (fig.2), the first one is initial
authentication and the second one is periodic authentication.

Remote authentication: As shown in fig. 3, whenever a user is
attempting to log in to the account online, at least two-factor
authentication is applied. The first authentication factor is the
password, and the second factor is OTP for online authentication.
Penetration is reduced by these factors but not stopped. To increase
security, in online authentication, there is a necessity for a third
authentication factor. In the proposed authentication scheme. The user
logs into the account using a password, one-time password, and the
third authentication factor that depends on biometrics, and the factor
is chosen based on the user's request. If the authentication of all three
factors (password, one-time-password, and third factor) is successful,
the session is opened and the user gets the ability to view his account
and perform various operations. Here, comes the role of the second
stage of authentication, which is the periodic authentication while
working on the account, the system performs this stage and verify the
third authentication factor every specified period to confirm the
identity of the user to increase security as well as to ensure that the
user is in control of the account.

Algorithm 1. Initial Authentication procedure (fig. 4 draws the
flow chart of this algorithm)
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The user starts entering the username and password if they are wrong,
the system allows the user to enter the password and the username
three times, otherwise, the system moves to send the temporary
password. The above steps may be re-executed in case the temporary
password is wrong. The system allows the user to enter it only three
times and if it was correct, it moves to the next step, which is sending
the third factor based on biometrics. If this factor is correct, the user
succeeds in entering the session, browse his account and perform
operations on it.

Note: for all factors the user must be able to enter three login requests
in case of mismatch.

Algorithm 1: Periodic Authentication procedure fig. 5 draws the
flow chart of this algorithm)

At this stage, which is the periodic authentication, which takes place
after a specific period, the system scans the user's biometric factor to
verify his identity. If the verification is correct, the session is
reactivated and if it is wrong, the system allows the scanning three
times. If verification fails, the session is suspended temporarily and
then the system asks the user to activate the session using biometric
scanning to re-activate the session, and then the system performs its
turn again in case the user's factor scan is correct or not. Whenever a
user session is activated, periodic implicit authentication must be
performed. This authentication refers only to the third authentication
factor (TAF). The application should perform the periodic comparison
between the saved third-factor authentication (TAF) and the used
TAF. In our proposal, we recommend as third authentication factor
(TAF), face recognition thanks to its advantages.

Biometric factor: Biometrics is the measurement of
physiological/behavioral characteristics and is used to verify
individual identity such as fingerprint and face recognition (Salama
Abd EL minaam et al., 2020). These biometric systems are used in
many fields such as forensic medicine, safe access, and prison
security (Salama AbdELminaam,2020; White,2015; Robertson,2016).

Biometric systems recognize individuals who are using authentication
by taking advantage of different biological features (Salama AbdE
Lminaam et al., 2020). Facial recognition is a computer system
application that verifies an individual from a digital image (Saini et
al., 2014). The face is an important part of the human body,
research shows that the face can speak as well as have different words
for different feelings, meaning we can say in another way that the face
and its interaction play a crucial role in interacting with people in
societies (Salama Abd ELminaam et al.,2020). The use of the face is
considered a key to transmitting a person's identity and provides
security solutions in many organizations (Salama Abd ELminaam et
al.,2020). The use and trend of the facial recognition system are
increasing because it is considered a safe, reliable, and secure
technology (Salama AbdELminaam,2020; White,2015;
Robertson,2016). Facial recognition technology depends on the
recognition of the person's face, then the different features of the face
are compared with the faces previously recorded (Salama
AbdELminaam et al., 2020).

The facial recognition system has evolved with features and easy-to-
use processes that include facial nodules, as there are 80 to 90 unique
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example, a financial transaction in his bank account or authorization,
the system verifies the third authentication factor. Transaction
verification is known as the process of comparison and then
verification of all transactions within a specific group, product type,
or region within a specified period.

RESULTS AND DISCUSSION
This section discusses the results and discussion which are obtained
from the implementation.

System model: We used scyther simulator

 Scyther is a tool for the automatic verification, falsification, and
analysis of security protocols.

 The tool can be used to find problems that arise from the way
the protocol is constructed.

 can verify protocols with an unbounded number of sessions and
nonces.

 can characterize protocols, yielding a finite representation of all
possible protocol behaviors.

 It is efficient: comparison of security protocol analysis tools.
 Analyze security protocols to identify potential attacks and

vulnerabilities, able to detect several possible attacks.
 The tool has also been used to find new multi-protocol attacks

on many existing protocols.
 Generate a graph for each attack corresponding to the

mentioned claim.
 Verify whether the security claims in the protocol description

hold or not.
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 Automatically generate appropriate security claims for a
protocol and verify them.

 Analyze the protocol by performing complete characterization.
 The input language of Scyther allows for the specification of

security properties in terms of claim events.
 In a role specification, one can claim that a certain value is

confidential (secrecy) or certain properties should hold for the
communication partners (authentication).

 Scyther can be used to verify these properties or falsify them.

Figure 1. Decision tree of the proposed solution

Figure 2. Two authentication phases

Figure 3. Proposal’s  flow chart

Implemented protocol: we have two main events in our proposal
which are received and send. We have three main agents presented in
our protocol which are

Figure 4. Initial authentication flow chart

Figure 5. Periodic authentication flow chart

Figure 6. Simulation parameters
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v AS: Authentication Server
v DB: Data base Server
v MD: Mobile Device
Our protocol is executed as follow:
// in this scenario, we assume that data sent by the mobile device is
valid
Send-1 (….) : the MD sends its corresponding login and password to
the AS.
Recv-1 (….) : the AS receives the data sent by the MD in send-1.
Send-2 (….) : the AS sends a verification request to the DB to verify
the login and password.
Recv-2 (….) : the DB server receives data sent by the AS in send-2.
Send-3 (….) : the DB Verify the received data and send the answer to
the AS.
Recv-3 (….) : the AS receives the send-event performed by DB.
Send-4 (….) : the AS send OTP to the MD.
Recv-4 (….) : the MD receives the OTP from the AS.
Send-5 (….) : the MD sends the received OTP to the AS.
Recv-5 (….) : the AS
verifies the OTP received from the MD.
Send-6 (….) : the AS sends verification notification to MD.
Recv-6 (….) : the MD receives an answer from the AS.
Send-7 (….) : the MD
sends the biometric factor to the AS (for simplicity reason, we
considered this factor as numeric representation).
Recv-7 (….) : the AS receives the biometric factor from the MD.
Send-8 (….) : the AS
sends the biometric factor to the DB.
Recv-8 (….) : the DB receives the third factor from the AS.
Send-9 (….) : the DB sends verification notification to the AS.
Recv-9 (….) : the AS receives the verification answer from the DB.
Send-10 (….) : the AS sends the answer to the MD.
Recv-10 (….) : the MD receives the authentication result from the
AS.

Figure 7. Protocol verification

Figure 8. Simulation results

Table 1. Notations

Notation Description
UN User name.
PWD Password is a mixture of numbers, letters

and symbols, It is selected by the user.
OTP One time password generated by

authentication server and sent to mobile
device via chips.

TAF Third authentication factor.
AS Authentication server.
LR Login request.

Fig. 6 shows the configuration of the run to test our protocol against
attacks. Fig. 7 shows the verification of the proposed protocol against
attacks and as shown by fig. 8, our protocol is safe against attacks.
We have conducted a security analysis of the proposed system and
this analysis confirms that the proposed scheme is resisting major
attacks.

Man in the middle attack: This proposal resists this type of attack,
which is a type of hacking where the attacker interferes with a
conversation or transmits data so it sends malicious links to both
participants. ”Roger Grimes posits that it is perhaps the most common
type of hacking to get around multi-factor authentication. It usually
requires a man attack in the middle ".In this proposal, the use of
biometric factor reduce the risk of this type of attacks.

Denial of service attack: The proposal resists a denial-of-service
attack. The attacker renders the resource inaccessible to users as the
server pending services, the attacker overwhelms the network by
sending excessive messages that cause services to collapse by
launching SYN flooding, UDP flooding, and ICMP flooding attacks.
maybe able to suspend services to the server by flooding it with
requests. The proposed scheme checks the identity and password of
the user and if the authentication is successful, the user will be able to
access the service. To resist against DoS attacks, we recommend that
the application prohibit a device from sending repetitive failed
authentication requests.

Malicious user attack: The proposed scheme resists a malicious user
attack that imitates the intruder as a real entity and tricks the server
into accessing its services due to the periodic authentication as well as
the reauthentication required for performing transactions.

Reply attack: The proposed scheme combats a replay attack in which
the attacker spies on messages. In fact, this type of attacks will not be
able to successfully login the system due to the three authentication
phases that have to be successfully achieved.

Server spoofing attack: The proposed scheme counteracts a server
spoofing attack in which the attacker impersonates the entity by
altering the data to gain illegal access to the stored data since the
attacker will not be able to perform neither transactions nor to
guarantee a long-activated sessions.

Credential stuffing attack: The proposed scheme combats a
credential-stuffing attack that an attacker would take advantage of the
fact that users frequently use the same username and password on
multiple accounts by trying to access a variety of sites and
applications using stolen credential pairs and here comes the
importance of the biometric factor that is adaptive to the user choice.

Conclusion and future work

MFA protects sensitive information from being manipulated by
hackers, almost always secure. Advanced technologies and device,
mainly the fast and easy communication make MFA applicable with
low cost in term of time and computations. In this paper, a secure
multi-factor user authentication system was proposed and the scheme
was simulated using the approved scyther tool which proved to us that
the proposal is considered defensive against known attacks.
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